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About the IB Gateway

The IB Gateway acts as a bridge between your FIX engine and the IB trading system, and is required for FIX CTCI
connections over the Internet. The software can be also be used to deliver market data, using the same protocol as the
IB API. A list of the API market data functions supported through the IB Gateway is included on the last page of this
document.

NOTE: When you use the API functions, the IB Gateway takes the place of TWS, consequently you do not need to have a
TWS session running.

The gateway client communicates over the internet using SSL on TCP port 4001. Firewall permissions may need to be
made for that port.

It is important to note that separate accounts are required for FIX order routing and APl market data requests, and the
IB Gateway Login box provides two separate login areas.

There are “throughput limits” at the gateway, and the client will be warned if the predefined limits are exceeded. The
limits and warnings are as follows:

e Limit: If more than 50 messages per second or 33000 bytes per second are sent...

e Warning: Initially, user defined warning messages will be sent via FIX (35=U, 58=Text String describing the
warning, and 6040=34 for the first two warnings). If the “throughput limits” are exceeded a third time, the
socket will be broken.

Using the Gateway Client
The gateway client is a java program, allowing it to run on any machine that has the Java Runtime Environment installed
on it. IB recommends using JRE 6 or higher, which can be downloaded directly from Sun Microsystems at www.java.com

You can log into the IB Gateway from the Login menu of the IB web site, or download the standalone version from the
FIX CTCI Connectivity page.



http://www.java.com/�
http://www.interactivebrokers.com/en/p.php?f=fixctci�

Logging In to the IB Gateway

The login box provides radio button selections for the FIX CTCI or IB APl connection type. Ensure that the FIX CTCI radio
button is selected. Note that the FIX CTCl login box can accept two sets of login credentials: Login Settings is used to
connect to a FIX session (and requires a FIX username and password issued by the Client Integration group) and the
Market Data Connection fields are used to get market data via the API. You can log into just the FIX, just the Market
Data, or both simultaneously, depending on your requirements. See the last section for a list of APl messages supported
by the IB Gateway.

NOTE: If you only want market data, you can also select the IB API radio button and log into the IB Gateway for API.
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After you log into the FIX session, you can connect your FIX engine to the IB Gateway client. You will see a screen that
looks like the one below. Status indicators show the status of the connections to and from the IB Gateway client.

Note that for FIX CTCI order routing, the client will connect and then disconnect until a FIX engine is connected to it on
the user’s side.

Interactive Brokers Gateway. Order Routing Account: icdemo20. APT Account: ps o =] |
Connection Status

Purpose | Status |
Interactive Brokers Order Routing Server inactive

Gateway Activity

104230 120 J1o-LISETIE U TELEIVELD Udid dNiu resgl parg witrl, auuu

16:42:35 156 JTS-Listener-10; start ping with 5000 for; MO-Ping-BA-15

16:42:35 186 JTS-Listener-10: received data and reset ping with: 5000

16:42:35 156 JTS-Listener-10: start ping with 5000 for: MD-Ping-BA-16

16:42:35 156 JTS-Listener-10: received data and reset ping with: 5000

16:42:35 156 JTS-LIstener-10: start plng with 3000 10r: MO-Fing-BA-17

16:42:35171 MD-Fing-BA-13: Terminating

16:42:35171 JTS-MDDizpatcrer-11: setReady for ikmis100:4020:usopticn:null true
16:42:35171 JTS-MDDispatcter-11: authen ready and reset ping to 60000

16:42:35171 JTES-MDDispatcker-11: start ping with 30000 for: MD-Ping-AA-18
16:42:35171 JTS-MDDispatcker-11: Connection is -eady foribmis100:4020usoption:null
16:42:35187 MD-Ping-BA-14: Starting

16:42:35 203 MD-Fing-BA-14: Terminating

16:42:35 218 MD-Fing-BA-15: Starting

16:42:35 218 MD-Ping-BA-15: Terminating

16:42:35 218 MD-Fing-BA-16: Starting

16:42:35 218 MD-Ping-BA-16: Terminating ]
16:42:35 218 MD-Ping-BA-17: Starting

18:42:35 218 MD-Fing-BA-17: Terminating

16:42:35 218 MD-Ping-A%18: Starting

16:42:35 343 JTE-MDDispatcker-11: Received MD raute table

[»]

[«]




If you log into both, once the FIX engine and/or API client software have successfully connected to the client software,
your screen will look like this:

£ Interactive Brokers Gateway. Order Routing Account: icdemo20, API Account: pspirolZ;

Connection Status

Purpose Status

Historical Data Farm

Gateway Activity

1020 L0040 J 1 o-LISIETIEI-S 1 ETTUT TEEUITIY ITUIT SUCKEL- [dVd NELoULKEIEACERUUTN. SULKEL LIUSELD

168725625 MD-Ping-A4-37: onDisconnected ibctand

16:57:25:625 JTS-MODispatcher-32: Terminating

168725625 MD-Ping-AA-37: setReady for ibetsnt 4021 :ushmds2:null false

168725625 JTS-Listener-31: range = 10000 randam: 2098 m_nextCaonnectTime: 1129755443723
16.57.259.625 JTS-Lislener-31. Terminaling

16:57:25:625 MD-Fing-A%-37: Terminating

16:87:35:421 MD-Fing-A4-18; sendPingMessage for ibmis100:4020:usoption:null

16:88:13:375 JTS-Socketlistener, eServersChanged: 1

168813375 JTS-EServerSocket; [0:0:23:1:0:0:0:5%5] Starding new conversation client{0} on 127 .0.0.1127.0.0.1
165813300 JTS-EServerSocket?: [0:22:231:0:0:0:5Y5] TWS socket serverversion is 23

168813390 JTS-EServerSocket?; [0022:23:1:0:0:0:8Y5] Client version js 22

16:88:13:421 JTS-EServerSocket: [0:22:23:1:0:0:0:8Y5] Client 1D is 0

16:588:35.453 MD-Fing-A4-18; sendPingMessage for ibmis100:4020:usoption:null

16:58:49:375 AWT-Eventiiueue-0: Received connect request, Socketfaddr=M127.0.0.1, port=1246 localport=4000]
165849375 AWT-EventQueue-0: Contacting 192.9.217 41:34837 as user icdemozi

165849375 AWT-EventQueue-0: Contacting 192.9.217 41:34837 as user icdemoz

16:88:49:375 AWT-EventQueue-0: Local mbkt srvr already started at 4001

16:68:49:478 AWT-Eventtivueue-0; Connected to remote; Socket{addr=ibsne2 21929217 41 pot=34837 localport=1247]
16:88:49:578 AWT-EventQueue-0: Circuit established: Socketfaddr=/127.0.0.1 port=1246 localpor=4000] === Socket[addr
=ibsr22i192.9.217 41 port=34837 localport=1247]

[r]

-

The Historical Data Farm indicator will only show green when a historical market data request or scanner subscription
has been made, as is shown in the following screenshot:

£ Interactive Brokers Gateway. Order Routing Account: icdemoz20, API Account: pspirol2;

Connection Status

Purpose Status

Gateway Activity

10 24% L0020 AVY I -EVETIISUEUE-UL ITIE COUNET DUIED TIdS QruwTi g | e pyles

16:54:26:750 AWT-EventQueus-0: The EBuffer buffer has grown to 21232 ytes

TES4 26875 ANWT-EventGuels-0: Generating request for QRAGESMART

16:54:26:875 AWT-EventQueus-0: HMDS GQuery attermpt accurring

16:54:35:375 MD-Ping-A%18. sendPingMessage foribmis1 0004020 usaption:null

16.54 36171 JTS-MDDispalcher-32, sendblessgge fur ibclsrel 4021 ushirmds2null

16:54:46:656 JTS-MDDispatcher-32; sendMessage foribetsnel 4021 ushmds2:null

16:54:57:218 JTS-MDDispatcher-32; sendMessage for ibetsnl (4021 :ushmds2:null

16:55:05:765 AWT-Eventueue-0: Received connect request; Socket[addr=127.0.0.1 port=1238 localport=4000]
16:55:05:765 AWT-EventQueue-0: Contacting 192.9.217.41:34837 as user icdemo20

16:55:05:765 AWT-EventQueue-0: Contacting 192.9.217 4134837 as usericdemo20

16:55:05:765 AWT-EventOueue-0: Lacal mkt srvr already started at 4001

16:55:06:000 ANT-EventQueue-0: Connected to remote: Socketfaddr=ibsr220192.9.217.41 pot=34837 localport=1234]
16:55:06:000 AWT-EventOueue-0: Circuit established: Socket[addr=r127.0.01, pon=1238 localport=4000] === Socket[addr
=ibsrv220192.9.217.41,port=34337 localport=1239]

16:85:08:015 JTS-MDDispatcher-32; sendMessage foribctsnel 4021 ushmds2:null

16:55:19:625 JTS-MDDispalcher-32: sent 1e for ibctsrel 4021 ushmds2:null

16:55:25:578 MD-Fing-AA-37: sendPingMessage foribetsnel (4021 ushmds2:null

16:55:30:837 JTS-MDDispatcher-32; sendMessage foribetsnel 4021 ushmds2:null

165535390 MD-Ping-A4-18: sendPingMessage for ibmis100:40200usoption:null

16:85:42:156 JTS-MDDispatcher-32; sendMessage foribctsnel 4021 ushmds2:null

[v]

[4]

The screenshot below shows that the local FIX engine and API client have disconnected:



Connection Status

Purpose Status
Interactive Brokers Order Routing Server inactive

Historical Data Farm Inactive: ushmds?

Gateway Activity

[*]

16:56:48:078 JTS-ESemerSacket]: [0022:23:1:0:0:0:5%8] Ending conmversation with client{0} at 127 00101 27.0.0.1
16:586:48:078 JTS-ESemverSocketl: eSenversChanged: 0

16:56:48:078 JTS-ESemerSocket]: checking market data and cleaning manps

16.56.48 078 JTS-ESemerSuckell, eServersChanyed. 0

16:56:49:800 JTS-MDDispatcher-32; sendMessage foribetsnel 4021 ushmds 2 null

1E:57:00:703 JTE-MDDispatcher-32; sendiessage foribetsnel 4021 ushmds 2 null

TE:AT:12:000 JTS-MDDispatcher-32; sendiessage foribctsrel 4027 ushmds2:null

TE:AT 23343 JTE-MDDispatcher-32; sendMessage foribctsrne (4021 ushmds 2 null

165725608 MD-Fing-A4% 37 Closing hmds darmant connection ushmds2

TE:AT: 25625 MD-Ping-A% 37 m_disconneciTime 1129755445625

165725625 MD-Ping-A4-37: Disconnecting

165725625 JTS-Listener-31: Errar reading from socket - java.net.SocketException: socket closad
TE:AT: 256258 MD-Fing-AA- 37 anDisconnected ibetsnd

1E:AT: 25625 JTS-MDDispatcher-32; Terminating

1E:87:25:625 MD-Ping-A4% 37 setReady for ibctsnl 4021 .ushmds2null false

1687256258 UTS-Listener-31: range = 10000 randaorm: 2098 m_nexConnectTime: 1129755443723
TE:AT: 25625 JTS-Listener-31: Terminating

1E:587:25:625 MD-Fing-A4% 37 Terminating

16:57:25:421 MD-Ping-A4-18; sendFingMessage for ihmis100:4020:usoption:null

FINN




API Messages Supported by the IB Gateway Client

At this time, the following APl market data functions are supported by the IB Gateway client:
e Request Contract Details
e Request Market Data
e Cancel Market Data
e Request Market Depth
e Cancel Market Depth
e Request Historical Data
e Cancel Historical Data
e Request Scanner Subscription
e Cancel Scanner Subscription
e Request Scanner Parameters

e Request Account Updates

To find details on using the above methods, please refer to the APl Reference Guide.



http://individuals.interactivebrokers.com/php/apiguide/apiguide.htm#interoperability/socket_client_java/java_eclientsocket.htm�
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